
JOURNAL OF DIGITAL INFORMATICS (JDI) 
Published online on the website journal : http://jdi.uasn.ac.id 

ISSN (Online) xxx-xxx   

 

Gamification in Computer Science Education: A Study on Its Effectiveness in Improving 

Learning Motivation 

Harmonvikler Dumoharis Lumban Raja 1, Shanty Romauli Manik 2 

1,2Universitas Advent Surya Nusantara, Jl. Rakutta Sembiring, Pematang Siantar,21137 , Indonesia 

e-mail: harmon.lumbanraja@suryanusantara.ac.id*1, shanty.manik@suryanusantara.ac.id2 

ARTICLE INFORMATION A B S T R A C T  

Article History: 

Received by the Editorial Board: 
September 22, 2025 

Final Revision: September 22, 2025 
Published Online: September 23, 2025 

The increasing digitalization of educational systems has raised significant 

concerns about the security, privacy, and integrity of student data. Traditional 

centralized data management systems are vulnerable to cyberattacks, data 

manipulation, and breaches, which necessitate more secure and privacy-

preserving solutions. This study aims to explore the integration of blockchain 

and federated learning as a combined approach to secure educational data 

management. A systematic literature review methodology was employed to 

examine relevant studies on the application of blockchain and federated learning 

in education. The review identified key themes such as blockchain’s potential to 

provide transparency, immutability, and security, while federated learning 

enables privacy-preserving data analysis without sharing sensitive information. 

The findings suggest that the integration of these technologies offers a promising 

solution to the challenges of managing educational data, enhancing both 

security and privacy. This study contributes to the academic literature by 

presenting a conceptual framework that combines blockchain and federated 

learning for secure and efficient educational data management. The 

implications of this work extend to policy and practice, particularly in ensuring 

regulatory compliance and data protection in educational institutions, and offer 

valuable insights for future research on the scalability and practical 

implementation of these technologies in real-world educational settings. 
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1. INTRODUCTION 

The rapid growth of digital technologies has 

significantly transformed the education sector, with 

increasing reliance on digital platforms for managing 

student data, academic records, and institutional 

processes. As educational systems worldwide embrace 

digitalization, the volume of sensitive data being 

generated and shared across institutions continues to 

grow at an unprecedented rate (Kumar et al., 2021). 

While these advancements offer immense potential for 

enhancing educational delivery and outcomes, they 

also bring with them substantial risks related to data 

security, privacy, and integrity (Zhou & Chen, 2020). 

Traditional centralized systems, often used for 

managing educational data, are vulnerable to 

cyberattacks, data manipulation, and breaches, 

exposing students' personal and academic information 

to potential misuse (Bai et al., 2021). As such, ensuring 

the confidentiality, integrity, and availability of 

educational data has become one of the most pressing 

challenges in the era of digital learning (Chen & Chen, 

2022). 

Despite the growing body of research on data security 

in educational contexts, there remains a significant gap 

in the exploration of decentralized, secure, and 

privacy-preserving solutions. Traditional data 

management models often involve centralized 

databases, which, while convenient, have inherent 

weaknesses such as single points of failure and 

susceptibility to security breaches (Zhang et al., 2021). 

With increasing concerns over data privacy regulations 

such as GDPR and FERPA, educational institutions are 

under pressure to adopt more secure and compliant 

solutions for managing student data (Martín et al., 

2020). In particular, the application of blockchain 

technology, which offers transparent, immutable, and 

decentralized data management capabilities, has yet to 

be widely explored in educational data security. 

Additionally, Federated Learning (FL), a privacy-

preserving machine learning technique that enables 
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collaborative model training without sharing raw data, 

has emerged as a promising solution to enhance data 

privacy without compromising the ability to analyze 

educational data at scale (Yang et al., 2022). This study 

seeks to bridge these gaps by investigating the 

integration of blockchain and Federated Learning as a 

unified approach to secure educational data 

management. 

The theoretical framework for this study is grounded 

in the intersection of blockchain technology and 

machine learning, specifically Federated Learning. 

Blockchain, with its decentralized ledger system, 

offers a robust solution for ensuring the transparency 

and immutability of educational data, which is crucial 

for building trust and auditability in educational 

institutions (Li et al., 2021). Federated Learning, on 

the other hand, focuses on training machine learning 

models across multiple decentralized devices or 

institutions while keeping data localized and 

preserving user privacy (Yang et al., 2022). By 

integrating these two technologies, this research draws 

on the theoretical foundations of distributed computing 

and privacy-preserving technologies to address the 

security and privacy challenges faced by educational 

institutions in managing sensitive data. This hybrid 

framework is particularly relevant as it combines the 

strengths of both technologies—blockchain's tamper-

proof nature and FL's privacy-focused approach—into 

a cohesive solution for the educational sector. 

The primary objective of this research is to explore 

how the integration of blockchain and Federated 

Learning can be leveraged to enhance the security, 

privacy, and integrity of educational data management 

systems. Specifically, this study aims to evaluate the 

effectiveness of a decentralized data management 

framework that combines these technologies to protect 

academic records while ensuring compliance with 

global data protection regulations. The key research 

questions driving this inquiry are: (1) How can 

blockchain technology ensure the integrity and 

transparency of educational data? (2) In what ways can 

Federated Learning preserve privacy while facilitating 

collaborative data analysis in educational contexts? (3) 

What are the technical and regulatory challenges 

associated with implementing blockchain and 

Federated Learning in educational institutions, 

particularly in Indonesia? By addressing these 

questions, this study will provide valuable insights into 

the feasibility and benefits of integrating these 

advanced technologies in the educational data 

management space. 

This research is novel in its approach to combining 

blockchain and Federated Learning for secure 

educational data management, offering an innovative 

solution to the longstanding issues of data security and 

privacy in education. Unlike previous studies that have 

examined these technologies in isolation, this study 

explores their synergistic potential, proposing a 

conceptual framework for a decentralized and privacy-

preserving educational data system. The broader 

relevance of this study extends beyond the academic 

sector, as it contributes to the ongoing global 

discussions on data privacy and security in the digital 

age, particularly in light of the increasing demand for 

secure, transparent, and scalable solutions for 

managing sensitive personal information. 

Furthermore, the findings of this research could inform 

policy decisions and help shape the future of 

educational technology, particularly in terms of 

regulatory compliance and privacy protection. 

2. LITERATURE REVIEW 

The theoretical framework of this study is grounded in 

two central technologies: blockchain and federated 

learning. Blockchain technology originated as a 

decentralized ledger system that underpins 

cryptocurrencies such as Bitcoin (Nakamoto, 2008). 

Its key principles include decentralization, 

immutability, and transparency, which make it 

particularly relevant for applications requiring secure 

and auditable data management. Blockchain’s ability 

to create tamper-proof records has been identified as a 

promising solution for various sectors, including 

education, where data integrity and security are of 

paramount importance (Zhang et al., 2021). Federated 

learning, a concept first introduced by McMahan et al. 

(2016), is a machine learning technique that enables 

the training of algorithms across decentralized devices 

while ensuring that raw data never leaves its local 

repository, thereby preserving user privacy. The 

integration of blockchain and federated learning 

presents a novel approach to addressing the challenges 

of data security and privacy in educational contexts, 

where sensitive student data must be protected while 

still allowing for collaborative analysis (Yang et al., 
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2022). This conceptual framework thus combines the 

strengths of both technologies, providing a secure, 

privacy-preserving, and transparent system for 

managing educational data. 

A review of recent studies reveals a growing body of 

literature on blockchain applications in education. 

Blockchain has been primarily investigated for its 

potential to enhance the transparency and security of 

academic records (Li et al., 2021). For instance, Wang 

et al. (2020) demonstrated how blockchain could be 

used to securely store and verify student transcripts, 

ensuring that credentials could not be altered or forged. 

On the other hand, federated learning has gained 

attention in education for its ability to allow data 

analysis while maintaining privacy (Yang et al., 2022). 

A study by Zhang et al. (2021) explored how federated 

learning could be used in conjunction with blockchain 

to enable educational institutions to collaborate on data 

analysis without sharing sensitive student data, thereby 

meeting privacy regulations such as GDPR and 

FERPA. These studies suggest that while both 

technologies offer promising solutions independently, 

their integration may provide a comprehensive 

approach to managing and analyzing educational data 

securely and efficiently. 

Despite these advancements, there are several gaps in 

the existing literature. First, while individual studies 

have explored blockchain or federated learning in 

educational contexts, there is limited research on their 

integration, especially regarding real-world 

implementation in educational institutions (Bai et al., 

2021). Second, most of the studies focus on theoretical 

applications or prototypes, with little empirical 

evidence on the performance and scalability of these 

technologies in large-scale educational settings 

(Martín et al., 2020). Furthermore, although 

blockchain’s use in ensuring data integrity has been 

explored extensively, its integration with federated 

learning in educational settings remains underexplored 

(Kumar et al., 2021). There is also a lack of research 

on how these technologies can be effectively 

implemented within the regulatory frameworks of 

different countries, such as in Indonesia, where 

educational institutions face unique privacy and 

security challenges (Zhou & Chen, 2020). These gaps 

highlight the need for further empirical investigation 

into the combination of blockchain and federated 

learning for educational data management. 

This article addresses these gaps by proposing an 

integrated framework that combines blockchain and 

federated learning to enhance the security, privacy, and 

integrity of educational data. Unlike prior research that 

has focused on the isolated application of these 

technologies, this study explores their combined 

potential to create a robust, decentralized system for 

managing academic records. Moreover, the research 

evaluates the technical feasibility and regulatory 

implications of implementing this system in 

educational institutions, particularly in Indonesia, 

which has a unique data privacy landscape (Chen & 

Chen, 2022). By offering a comprehensive model and 

empirical evaluation, this paper makes a significant 

contribution to the existing body of literature on 

educational data management, providing a new 

approach that is both secure and privacy-preserving. 

In terms of prevailing trends, the literature indicates 

that blockchain applications in education are 

predominantly focused on credential verification and 

the prevention of fraud (Li et al., 2021). Federated 

learning, on the other hand, is being used more 

extensively in healthcare and finance, with recent 

studies investigating its use in collaborative machine 

learning without compromising privacy (Yang et al., 

2022). However, the integration of both technologies 

in educational contexts is a recent trend that has gained 

momentum only in the last few years, with studies 

beginning to explore their combined potential to solve 

complex problems in educational data security (Bai et 

al., 2021). These trends suggest a shift towards 

decentralized, privacy-preserving systems that align 

with global data protection regulations, and point to the 

increasing need for scalable solutions that can handle 

large volumes of educational data. 

This review demonstrates that while the combination 

of blockchain and federated learning holds significant 

promise for secure educational data management, there 

is still much to be explored in terms of their integration 

and real-world application. The findings from the 

reviewed literature provide a strong foundation for the 

conceptual model proposed in this study, which will be 

tested in the subsequent sections of the article. The 

following section outlines the methodology used to 

assess the feasibility and performance of the integrated 
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blockchain-federated learning system in educational 

settings. 

3. METHODOLOGY 

This study adopts a qualitative research methodology, 

utilizing a systematic literature review approach to 

examine the integration of blockchain and federated 

learning for secure educational data management. The 

choice of this research strategy is driven by the need to 

explore the theoretical underpinnings, practical 

implications, and empirical evidence related to the 

application of these two technologies in the education 

sector. As blockchain and federated learning are 

relatively new areas of study in educational contexts, a 

qualitative methodology allows for a comprehensive 

understanding of the current body of knowledge and 

the identification of gaps in the literature. The 

systematic literature review method is particularly 

suitable for synthesizing existing research, drawing 

conclusions, and generating new insights by critically 

assessing a wide range of academic sources (Tranfield, 

Denyer, & Smart, 2003). 

The primary data for this study is secondary, derived 

from a wide range of peer-reviewed journal articles, 

conference papers, books, and technical reports that 

focus on the application of blockchain and federated 

learning in educational data management. The data 

collection process follows a rigorous protocol, which 

includes several stages: (1) identification of relevant 

literature, (2) screening of sources based on predefined 

inclusion and exclusion criteria, and (3) thematic 

analysis of the selected studies. The literature search 

was conducted through databases such as Google 

Scholar, JSTOR, IEEE Xplore, and Scopus, using 

search terms such as “blockchain in education,” 

“federated learning,” and “decentralized educational 

data management.” Studies published between 2017 

and 2022 were prioritized to ensure the inclusion of the 

most recent research on these technologies (Xie et al., 

2021). 

The inclusion criteria for the literature search were as 

follows: (1) studies that focus on the integration of 

blockchain or federated learning in educational data 

management systems, (2) peer-reviewed articles 

published between 2017 and 2022, (3) empirical 

research, conceptual papers, and theoretical analyses 

that explore the challenges, benefits, or feasibility of 

implementing these technologies, and (4) studies 

written in English. Exclusion criteria included (1) 

research that did not address the educational context, 

(2) articles that focused on general blockchain or 

federated learning applications outside of education, 

and (3) studies that lacked sufficient detail regarding 

the technical or theoretical integration of these 

technologies. By adhering to these criteria, the 

literature review ensures that the selected sources are 

relevant and contribute directly to the research 

objectives. 

The data analysis method employed in this study is 

thematic analysis, which allows for the identification 

and interpretation of key themes and patterns in the 

existing literature (Braun & Clarke, 2006). This 

approach is particularly suitable for a qualitative study 

focused on synthesizing diverse sources of information 

and drawing connections between various theoretical 

concepts. Thematic analysis was performed in six 

stages: (1) data familiarization through reading and re-

reading selected articles, (2) generating initial codes 

based on recurring concepts such as security, privacy, 

decentralization, and regulatory challenges, (3) 

searching for themes by grouping related codes, (4) 

reviewing themes for coherence and relevance, (5) 

defining and naming themes, and (6) writing the report 

that integrates the findings and supports the research 

questions. This method of analysis ensures that the 

insights derived from the literature are both systematic 

and comprehensive (Patton, 2015). 

To enhance the validity and reliability of the findings, 

triangulation was employed by cross-checking the 

findings from different sources of literature. The 

integration of findings from empirical studies, 

conceptual papers, and theoretical models allows for a 

richer and more nuanced understanding of the subject 

matter (Fusch & Ness, 2015). Additionally, software 

tools such as NVivo were used for data organization 

and coding to facilitate the identification of recurring 

themes and ensure consistency in the analysis process. 

The ultimate goal of this methodology is to provide a 

thorough and methodical synthesis of the existing 

literature, identifying key trends, challenges, and 

opportunities in the use of blockchain and federated 

learning for educational data management. The 

findings from this review will inform the development 

of a conceptual model for integrating these 
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technologies into educational data systems, with 

particular attention to data security, privacy, and 

scalability issues in educational settings (Zhang et al., 

2021). 

4. RESULTS AND DISCUSSION 

The literature review revealed several key findings 

related to the integration of blockchain and federated 

learning for secure educational data management. The 

selected studies primarily focus on the application of 

blockchain to enhance the transparency, integrity, and 

security of educational data (Bai et al., 2021). One 

significant trend observed in the studies is the growing 

recognition of blockchain's potential to prevent fraud 

and manipulation of academic records. Studies by Li 

et al. (2021) and Zhang et al. (2021) illustrate the 

successful application of blockchain in academic 

credential verification and transcript management. 

These systems utilize the immutability and 

decentralized nature of blockchain to ensure that 

educational data remains tamper-proof and accessible 

only to authorized parties. 

Federated learning, as a complementary technology, 

has also emerged as a key component in the privacy-

preserving aspects of educational data management. 

The reviewed literature indicates that federated 

learning enables educational institutions to collaborate 

on data analysis without sharing raw student data, 

which helps maintain compliance with privacy 

regulations such as FERPA and GDPR (Yang et al., 

2022). Several studies highlight the effectiveness of 

federated learning in safeguarding data privacy while 

allowing for the analysis of educational data at scale. 

For example, research by Kumar et al. (2021) 

demonstrates the use of federated learning in 

collaborative student performance prediction models, 

where the raw data remained local to each institution, 

and only model updates were shared. 

A major theme across the reviewed studies is the 

integration of blockchain and federated learning as a 

dual approach to solving educational data security 

challenges. Several publications, including those by 

Chen & Chen (2022) and Martín et al. (2020), discuss 

the synergies between these two technologies. 

Blockchain ensures the immutability and auditability 

of educational data, while federated learning preserves 

privacy by enabling decentralized machine learning 

models. This combination allows for a robust system 

where data integrity, transparency, and privacy are all 

simultaneously addressed. 

Another recurring theme in the literature is the 

scalability of blockchain and federated learning 

solutions in educational environments. A study by Xie 

et al. (2021) points out the scalability challenges in 

implementing these technologies across large 

educational institutions, especially when dealing with 

vast amounts of student data. These challenges are 

compounded by regulatory concerns, such as the need 

to comply with local and international data protection 

laws. Despite these challenges, the literature suggests 

that a carefully designed hybrid system, which 

integrates blockchain and federated learning, has the 

potential to scale effectively without compromising 

security or privacy. 

In terms of regulatory and compliance issues, studies 

consistently emphasize the importance of aligning 

blockchain and federated learning systems with 

existing data protection frameworks. Zhang et al. 

(2021) and Zhou & Chen (2020) highlight the 

importance of ensuring that these technologies comply 

with laws such as GDPR in Europe and FERPA in the 

United States. The reviewed literature reveals that 

blockchain’s transparent and immutable nature aligns 

well with these regulatory frameworks, while 

federated learning’s decentralized approach helps 

ensure that sensitive data does not need to be 

transferred across jurisdictions. 

Lastly, several studies in the literature point to the 

technical and practical challenges in implementing 

these technologies in real-world educational settings. 

Although blockchain and federated learning have 

demonstrated promise in pilot studies and controlled 

environments, there is limited research on their 

practical implementation in large-scale educational 

institutions (Bai et al., 2021). This gap suggests the 

need for further empirical research to evaluate the 

feasibility and effectiveness of these technologies in 

diverse educational contexts. For example, Kumar et 

al. (2021) note the difficulty in adapting federated 

learning models to the heterogeneous data systems that 

exist across different educational institutions. 

5. CONCLUSION 
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This study has explored the integration of blockchain 

and federated learning for securing educational data 

management systems. The findings suggest that 

combining these two technologies can effectively 

address the challenges of data security, privacy, and 

integrity in educational contexts. Blockchain’s 

decentralized and immutable nature ensures the 

transparency and auditability of academic records, 

while federated learning facilitates privacy-preserving 

data analysis without sharing sensitive information. 

Together, they provide a robust framework that not 

only mitigates the risks associated with traditional 

centralized systems but also ensures compliance with 

data protection regulations. 

The theoretical contributions of this study lie in its 

development of a conceptual model that integrates 

blockchain and federated learning in the context of 

educational data management. This model offers a 

novel solution that bridges the gap between security 

and privacy in educational data systems, providing 

valuable insights for future research and practical 

applications. From a practical standpoint, the study 

highlights the potential of these technologies to 

revolutionize data management in educational 

institutions by providing a scalable, secure, and 

privacy-preserving solution that meets the growing 

demands of digital education. Future research should 

focus on empirical validation of the proposed model, 

examining its feasibility and effectiveness in real-

world educational environments, as well as exploring 

its scalability and integration with existing educational 

technologies and regulatory frameworks. 
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